Facebook Basics
Steve Hanlon - Lot 592



Agenda

Part 1 - Basic

e About Facebook
How to navigate
Status Updates

Sharing (Things)

®
®
®
e Uploading images



Agenda

Part 2 - Security & Privacy

e Limiting what you see
o Blocking people & apps

e \Why facebook does what it does
e Customizing your profile
e Protecting yourself from "over sharing"”



What is Facebook (FB) ?

e Software program running at facebook.com
o and tablets and smartphones

e Started in 2004 primarily between students
at lvy League universities

e VERY, VERY smart people run Facebook

e The movie "The Social Network" tells the
story



Question: What percentage of the
Earth's population are Facebook
users?

1%

2%

3%

15%



What is FB?

It's a GIANT ~
hairball of PIETURES
Interconnected

LOCATIONS
STUFF APPS

MESSAGES
STATUS(S)




What is FB?

YOUR stuff is
connected to

everyone else's
stuff




Where is Facebook?
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Facebook Website

Every dot on the screen is agonized over

e Placement of features
e [abels for things
e Size, color and fonts

If something is weird or hard then it's that way
on purpose and you should take note.



The one thing you should remember

The Newsfeed Page will show you all of the
pictures and comments that your "friends" will
share to FB

And you MUST be logged in to see it.
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FB Newsfeed Page

ind things
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Your FB "Home™ Page
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Your FB "Home™ Page
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FB "Friends" Hierarchy

8 You

Your Friends

&% Your Friends

Friends




FB Communication Expansion

You + Friends + Their Friends

The amount of people that can potentially see
what you share is HUGE

Example:

Say my daughter has 954 "friends" and each of
them have 500. That's 477 thousand possible
connections! OMG!!!



FB Sharing

You can "share" what you have direct control
over

e Text you type in - your "status”
e Pictures you upload
o pictures will be resized automatically

o picture location - via smartphone GPS - is also
iIncluded in the photo



FB Sharing

You can share other peoples stuff
e Friend's Newsfeed items on your Newsfeed

e Any website with:

e Any website with a @/5Like



Uploading Photos

Demo...



Facebook - Part 2

Agenda

How Facebook makes $$%

How Facebook uses your data to make $$$
How to change your profile
Securing/limiting your personal data




Who Can See What (by Default)

You can see your friends Newsfeed & Timeline

You can see your friends friends Newsfeed &
Timeline

SO0...
Your friends friends can see your stuff.



Facebook Advanced

Steve Hanlon - Lot 592
mrpc@hanmade.com

Register for Club News at
avcc.hanmade.com


mailto:mrpc@hanmade.com
mailto:mrpc@hanmade.com

Agenda

Part 2 - Security & Privacy

e Limiting what you see

e \Why facebook does what it does

e Customizing your profile

e Protecting yourself from "over sharing”

Time permitting info on the Heartbleed Bug



Limiting What You See or "Curating”
Your Newsfeed

Click or mouse-over the Friend Name or down
arrow in top right corner

Choose the option that suits you needs
Block/Unfriend/Unfollow



Unfriend vs Unfollow

Unfriend undoes the FB connection
- there is no notification

Unfollow removes the friends posts from your
Newsfeed

- this is probably what you want
- they can still see your posts



Telling FB what you don't want to see

Click on the down arrow at the top right of any
post

- good for easing yourself out of Gene
Armacher's political posts



Your Profile

REMEMBER

The more profile information you give FB the
better they can target ads to you & your friends

REMEMBER
You don't need to give FB ANY profile info



Controlling Profile Access

Every profile item has a Public/Friends Only/Me
Only toggle.

Make sure you look at each item regularly
- FB sometimes changes stuff on their own



Things you might want in your profile

The High School and College you attended
Places that you worked

Churches you belonged to

And make that stuff Public

But only if you are interested in old friends
finding you



Dangers of Oversharing

Learn how to make a profile item Public/Friends
Only/Only Me

Only Me means no one else but includes FB
- for ad profiling purposes



What Bad Guys Can Do

Connect to you by impersonating a friend by
copying some public pictures and changing
their name slightly.

Then they lurk on your account and learn all
about you.



What can bad guys do?

Gain access to all YOUR friends
Spam them with bad web sites
Know when you are home or not

- especially bad for seasonal people



The HeartBleed Bug

The majority of secure websites use a software
library called OpenSSL to do the https://
encryption

For two years this had a bug that allowed
hackers to see your encrypted data & worse



HeartBleed Bug

Who had the bug?

Google, Yahoo, Pinterest, Netflix and 1000's of
other sites

Not PayPal, Amazon or MAJOR US Banks



What to Do?

All sites have been patched and fixed

But you should really change your password.
Sigh...

| did and | also turned on 2-factor
Authentication



2 Factor Authentication Demo

This will be a separate class this summer.



